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Abstract 

Information Systems are nowadays a key element for any organization who would like to be 

competitive and efficient. Being able to share information in an agile and safety way is a must and it’s a 

requirement that these systems must answer to. A system available in one single device, locally 

accessible and without the options to access data in real time might be seen as lacking. Cloud has been 

expanding in the latest years and provides viable solutions for such problems. Thus, we will be making 

a case study using a framework called DB4G, which uses the Cloud’s potential to store and deliver key-

users their information. Making use of this tools, we modeled and implemented an information system 

solution to a nonprofit organization, making use of their current business processes. 

Keywords: Cloud, Google, API, DB4G, Spreadsheet 
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Resumo 

Os sistemas de informação têm atualmente um papel fulcral para qualquer organização que 

ambicione ser competitiva e eficiente. A partilha de informação de modo ágil e seguro é um requisito 

essencial a que estes sistemas devem dar resposta. Um sistema disponível num único dispositivo, com 

apenas acesso local ou sem possibilidade de visualizar dados nem atualizações em tempo real, pode 

ser visto como sendo deficitário. A utilização da Nuvem (Cloud) tem vindo a aumentar nos últimos anos 

e apresenta soluções viáveis para tais problemas. Assim, recorreu-se a uma framework chamada DB4G 

que aproveita o potencial da nuvem para apresentar e gerir informação dos seus utilizadores. Fazendo 

uso destas ferramentas, propomo-nos a desenhar e implementar uma solução de sistema de 

informação para uma organização sem fins lucrativos, fazendo uso dos seus processos de negócio 

atuais. 

Palavras-Chave: Cloud, Nuvem, Google, API, DB4G, Spreadsheet, Folhas de Cálculo 
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1. Introduction 

In the last decade, the term Cloud has been gaining popularity1. The United Sates National 

Institute of Standards and Technology defines cloud computing as “a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of configurable computing resources that can 

be rapidly provisioned and released with minimal management effort or service provider interaction” [1]. 

The term cloud computing can be referred to applications delivered as services over the internet 

as well as the hardware and software in data centers that provide those services. The data center 

hardware and software is named “cloud” while the service sold is designated as “utility computing”. 

Cloud computing is a join of these two concepts and can be considered public, private, or hybrid [2]. 

In public cloud, services are available to the general public and provide great levels of efficiency 

and scalability as the resources are shared. In other hand, control over data, network and security is 

absent. Private cloud are services and infrastructure maintained on a private network, only available 

internally to an organization. This solution increases control over data but might increasing costs as it 

requires the organization to purchase and maintain hardware and software. Hybrid Cloud is a 

combination of the two previous models, allowing workloads to move between private and public cloud 

while hosting sensitive or critical data on private cloud and less sensitive data on public cloud2. 

Cloud computing has made possible fully serverless models of computing where logic can be 

amplified on-demand, taking away the user’s responsibility of managing infrastructures3. 

There are several known cloud services as Microsoft Azure4, Amazon Web Services5, IBM6, 

Salesforce7, SAP8 or Google Cloud9 [3] and they all have been growing adoption both by general public 

as enterprises[4]. The percentages of individuals and enterprises that are running applications in Cloud 

can be seen in Figure 1 and Figure 2 respectively. 

                                                           
1 https://trends.google.com/trends/explore?date=all&q=cloud 
2 http://www.dummies.com/programming/networking/comparing-public-private-and-hybrid-cloud-computing-

options/ 
3 https://cloud.google.com/functions/ 
4 https://azure.microsoft.com 
5 https://aws.amazon.com 
6 https://www.ibm.com/cloud/ 
7 https://www.salesforce.com/products/service-cloud/overview/ 
8 https://cloudplatform.sap.com/index.html 
9 https://cloud.google.com 
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Figure 1 Public Cloud Adoption: 2018 vs 2017 [4] 

 

 

Figure 2 Public Cloud Adoption in enterprises: 2018 vs 2017 [4] 

 

“The appearance of infinite computing resources available on demand, quickly enough to follow 

load surges, thereby eliminating the need for cloud computing users to plan far ahead for provisioning, 

(…) the elimination of an up-front commitment by cloud users, thereby allowing companies to start small 

and increase hardware resources only when there is an increase in their needs, (…) the ability to pay 

for use of computing resources on a short-term basis as needed and release them as needed, thereby 

rewarding conservation by letting machines and storage go when they are no longer useful” [2] can be 

identified as positive arguments of cloud computing. 

Cloud also reduces the cost of Information Technology (IT) to organizations and avoids having 

to install and maintain applications locally [5] since a great proportion of the costs of running an IT 

infrastructure comes from electricity consumption and specialized labor to run the IT infrastructure [6].  
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From a developer’s and user perspective, cloud appears to be a platform accessible over the 

internet with unlimited hardware, latest software and abundant storage. 

1.1. Problem Analysis 

“Database for Google framework” or, “DB4G” for short is a PHP framework that uses public 

cloud as a form of database, more precisely Google Cloud. It was developed by a fellow IST student 

(Diogo Serafim) and provides a barebone and a set of functions that we can use to setup our system 

and interact with Google Drive. Our goal is to provide a case study scenario by developing a system 

using this tool (DB4G framework). We want to assess if this tool is a viable option for organizations that 

meet certain requirements such as requiring a relative low amount of stored data, simple or medium 

complexity business processes. 

Knowing this, it was desirable to work with an organization where we could understand and 

model their processes with detail. The organization chosen was Associação Portuguesa de Gestão de 

Projetos (APOGEP). APOGEP is a nonprofit Portuguese association which promotes and certifies 

professionals in Project Management. They are linked to International Project Management Association 

(IPMA) and, having the national Certification Body (CB), follow their International Certification Rules 

(ICR). These rules consist in well-defined processes that were slightly adapted by APOGEP CB and 

approved by IPMA. An example of a certification process can be found in Figure 5. 

To perform these certification processes and corresponding support operations, APOGEP 

currently relies exclusively on Microsoft Excel with several Workbooks and Sheets. The management 

of this information system (IS) is done by performing all tasks manually, except a couple macros present 

on Excel spreadsheets. 

This generates a high risk of duplicated information, as well as a higher risk of mistype or 

miscopy due to the amount of information transiting between different workbooks or worksheets while it 

might increase the overall time required to run the whole certification process. 

We aim to deliver a system that could allow to reduce the amount of time needed to run the 

process tasks, create a reliable database and having a well-defined business process implemented, 

providing a system that has a known architecture and provides automation of repetitive and logic tasks. 
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1.2. Motivation and Objectives 

With this work we have two different objectives. The first one, scientific related, it is the analysis 

of the certification processes and the analysis of DB4G framework when implemented in a system for 

an organization. 

• Can DB4G framework provide a good basis to implement organization processes? 

• Is DB4G framework performance good enough to be used on a daily basis? 

The second objective is practical and corresponds to model and develop a solution using the 

framework. 

Knowing that this solution is a case study of the DB4G framework, the information system might 

not be accepted and established in the destination organization, but the business processes and 

solution architecture gathered can provide a basis for any system that the organization might want to 

acquire or develop in the future. 

1.3. Document Structure 

This document is divided in six different sections, each of them approaching a different subject. 

The first section, “Introduction”, will focus on the problem, contextualizing it and explaining our 

motivation. To complement this section, we will also give a small explanation on Public Cloud. Next 

section is “Related Work”, a section where we will clarify topics such as Google Cloud and API’s. In 

section 3, we will perform a functional analysis of our problem and solution design. This section aims to 

identify and represent the AS-IS, focusing on organization business process and later on, provide a 

design for the solution. “Solution Development” our fourth section and will focus on explaining what was 

done, how we did it and why we did it. We will explain the technology constraint imposed and its 

limitations as well as a critical analysis of that technology.  We then jump to the “Validation” section 

where we provide some results of testing and their respective analysis. Finally, “Conclusions”, has a big 

focus on what we have done, if we done what we proposed to, what we could have better and what did 

not went as expected.  
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2. Related Work 

 
This section will focus on the concepts of the tool we are going to rely on this project, namely 

DB4G framework. We will describe Google Cloud Platform, Google Cloud and Google Application 

Programming Interfaces (API), perform a value analysis, identify security aspects and possible problems 

using Google are the topics addressed. 

2.1. Google Cloud 

Google Cloud is the cloud service offered by Google, having a free usage program for less 

demanding users and price plans for the ones who need to access data more often or store bigger 

amounts. Google Cloud provides APIs in various areas that allows interacting with data on Google Cloud 

or Google Drive over the internet with dynamic hardware allocation based on user needs. 

G Suite10, previously known as Google Apps for Work and Google Apps for Your Domain, is a 

set of Google Cloud productivity and collaboration applications aimed for business use. Gmail, Google 

Calendar, Google drive, Google Docs (Word Documents, Spreadsheets, Forms and Presentations) are 

examples of those applications, all of them accessible through the Google Cloud Platform. G Suite, like 

Google Cloud itself, is free but feature different price plans for users or companies who intend to obtain 

added functionalities, for example using their own company domain emails to use all functionalities that 

Google Docs offers. 

Google Cloud allows developers to run applications on the same infrastructure that is used by 

Google for Google Docs. Google Docs and Google Drive are different applications by nature, yet, they 

team up to provide a collaboration platform for Google Users, available in the Cloud. 

2.2. Description of Google Cloud API 

An API is a “set of commands, functions, protocols, and objects that programmers can use to 

create software or interact with an external system”11. This makes it easier for a developer to use a 

certain technology as it allows to call standard commands, does not require writing code from scratch, 

decreases complexity to understand the system and, consequently, improves development times11. 

“Cloud API serves as a gateway or interface that provides direct and indirect cloud infrastructure and 

software services to users” and it is considered the “core component behind any public cloud solution”12. 

                                                           
10 https://gsuite.google.com/index.html 
11 https://techterms.com/definition/api 
12 https://www.techopedia.com/definition/26437/cloud-application-programming-interface-cloud-api 
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Google APIs is a set of APIs developed by Google which allow communication with Google 

Services and integrations with other external services. For example, third-party apps can use google 

APIs to augment functionality of their existing services13.  

Google Cloud platform currently offers more than thirty APIs in areas as Compute; Storage and 

Database; Networking; Big Data; Machine Learning; Management Tools; and Identity and Security14 

while Google itself has more than two hundred and fifty available APIs for the company products15.  

Google APIs use a JSON REST interface that can be called directly or through Google client 

libraries, being accessible from server applications in a variety of programming languages (Java, 

JavaScript, .NET, Objective-C, PHP and Python, among others), from mobile apps or from Google 

Cloud Platform Console web16. 

2.3. Value Analysis of Google Cloud 

Google Docs is a free web-based software office suite that allow users to create, share and edit 

documents through the Google Cloud. Google Docs applications are compatible with Microsoft Office 

formats, so it gives users the ability to upload Microsoft Word or other text documents, spreadsheets or 

presentations into the system and convert them to Google’s editing files. From there, multiple users can 

create or edit the files both online and offline, asynchrony or simultaneous, in a real-time collaboration. 

There is also a version control that allow users to keep track of changes, who made those and revert 

them to a previous state if necessary. Google saves up to thirty days of modifications in documents. 

Google Docs is fully integrated with Google Drive, and all files created with one of these applications 

are saved by default into Google Drive17,18. 

Google provides a vast number of available APIs and programming languages available to 

access and interact with their large line of products. To make coding against these APIs easier, Google 

provides client libraries that can reduce the amount of code needed to write and make code more robust. 

The libraries can also make it simpler to set up authorization and authentication functionalities. 

Although Google Cloud offers some good perks, there are some negatives as limit on 

documents size19 (50MB for Google Docs, 100MB for Google Slides and 5TB on other files) and limit 

on the number of cells available in Google Sheets (two million). One negative aspect that we found the 

most impactful is the time needed to communicate with our documents through the API and perform 

modifications or reads. When compared to a local MySQL, NoSQL, or other type of local database, 

these access times may be significantly longer due to the need of exchanging data online. 

                                                           
13 https://en.wikipedia.org/wiki/Application_programming_interface 
14 https://cloud.google.com/apis/ 
15 https://developers.google.com/products/ 
16 https://cloud.google.com/apis/docs/overview 
17 https://www.google.com/intl/pt_pt/docs/about/ 
18 https://www.google.com/intl/pt_pt/drive/ 
19 https://support.google.com/drive/answer/37603?hl=en 



7 

2.4. Security in Google Cloud 

Google APIs use OAuth2.0 as authentication and authorization security measure. “OAuth 2.0 

authorization framework enables a third-party application to obtain limited access to an HTTP service” 

[7]. OAuth introduces an authorization layer that separates the client from the resource owner which 

means it is no longer needed to share credentials for third-party applications to access information. A 

token is only issued to a third-party client based on approval of the resource owner and can only be 

used to access resources based on the authorization scope [7]. 

Google OAuth authorization sequence can be seen in Figure 3. Usage of some of the APIs in 

this project requires authentication and authorization using the OAuth 2.0 protocol. Since OAuth is a 

simple protocol, it is only necessary to obtain credentials from the Developers Console and then the 

client application can request an access token from the Google Authorization Server, using that token 

for authorization when accessing a Google API service20. 

Google also offers “2-Step Verification”, also known as two factor authentication, where after 

entering the correct login details, a second code/challenge is required. It can be sent by email, telephone 

message or presented via a U2F Security Key21,22. 

 

                                                           
20 https://developers.google.com/identity/protocols/OAuth2 
21 https://support.google.com/accounts/answer/6103523?hl=en&ref_topic=6103521 
22 https://en.wikipedia.org/wiki/Universal_2nd_Factor 

Figure 3 OAuth 2.0 authorization sequence20 
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2.5. MINI FRAMEWORK 

MINI23 is “simple and easy to understand skeleton PHP application”. MINI is a minimalist 

framework, “easy to install” and “runs nearly everywhere”. Also removes the need of “reading in massive 

documentations of highly complex professional frameworks”. 

MINI GitHub page states PHP 5.3.0 or upper, MySQL and apache “mod_rewrite” module 

activated as requirements for the framework. 

2.6. PHP Spreadsheet Client Library 

In order to interact with Google Spreadsheets, the framework uses Asim Liaquat PHP google 

spreadsheet client24 that “provides a simple interface to the Google Spreadsheet API v3”. It was used 

on this framework due to the needs of higher development speeds since it lets developers skip the setup 

of google drive API interactions but also with the aim of having a more stable implementation. 

This PHP library allows to retrieve a spreadsheet or list of spreadsheets, manage worksheets, 

access or modify cell data, among other features. 

To develop using this library, PHP dependency manager called Composer25 is required, 

although is not required in the application’ hosting server nor for the end-user. 

A new Google Spreadsheet API version (API v4) and respective documentation came out during 

thesis development but, since v4 API's JSON structures are not backward-compatible with the XML 

structures used in v3 (the version used in the framework) it was not in scope of this thesis to refactor 

the current framework code. 

  

                                                           
23  https://github.com/panique/mini 
24  https://github.com/asimlqt/php-google-spreadsheet-client 
25 https://getcomposer.org/ 
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3. Problem Functional Analysis and Solution Design 

We have chosen that “Evolutionary prototyping” will be the methodology used in development 

of our IS. This allow us to have several iterations where we can deliver functional functionalities and 

acquire valuable feedback from the stakeholders to improve and make the necessary adjustments to 

the IS. 

As stated in problem analysis section, we will rely on DB4G framework for this project. This 

option makes use of Google Cloud itself, so users can store and access the files online anywhere from 

different types of devices, however, the system’ database relies solely on spreadsheets configured in 

cloud and available functions/methods and services delivered by Google and Google API’s. By having 

a framework, we can customize the system in a more time efficient manner as we do not need to 

implement calls to interact with Google spreadsheets. 

To deliver not only a working system but also accomplish the engineering process associated 

to the development of a thesis, we made use of certification process BPMN diagrams, Use Case Model 

and Domain Model for our system. But first, we will provide a critical analysis of the DB4G framework 

usage. 

3.1. Business Process Structures and Modeling 

In this section our goal is to understand the current certification paradigm, to ease the creation 

of business processes model diagrams that will provide us, later on, the basis to develop our system. 

We will start by summing up the current certification processes, then we will follow up by 

representing their processes using BPMN notation. This section will start by approaching Certification, 

particularly IPMA standards, the ones that are being used to perform certifications processes by the 

organization (APOGEP). 

Certification is a “proof or a document proving that someone is qualified for a particular job, or 

that something is of good quality”26. In our case, the organization aims to certify individuals in project, 

programme and/or portfolio management, having a level system to differentiate competences levels 

inside each of the three domains of expertise. At the time of writing, the organization provides 

certification following defined processes in Version 4.0 of IPMA International Certification Regulations 

(IPMA ICR)[8] and evaluates competences based on Version 4.0 of IPMA Individual Competence 

Baseline (IPMA ICB)[9]. This sub-section will be written according to these two documents. 

The IPMA ICR defines regulations for certification processes while IPMA ICB provides an 

inventory of competencies that represent the mastery of the above management domains. 

                                                           
26 http://dictionary.cambridge.org/dictionary/english/certification 
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IPMA’s definition of individual competence is “application of knowledge, skills and abilities in 

order to achieve the desired results in a work environment”. 

The mission and purpose of each IPMA CB is to “implement and maintain the IPMA Four Level 

Certification (IPMA 4-L-C) System in a country or region”. CB “establishes, documents, implements and 

maintains a management system that is capable of supporting and complying with the requirements of 

the complete IPMA Certification Regulations”[8]. Figure 4 details Certification Body structure and the 

relationship with other IPMA organizational entities. 

IPMA, identifies several international specifications to be followed by regional CBs as: 

• the required components of the certification process for each level and domain of certification 

including candidate eligibility criteria; 

• which combination of Competence Elements from the IPMA Individual Competence Baseline 

(IPMA ICB) is required to be assessed for each level and domain; 

• which assessment methods will be used by each CB for each level and domain; 

• the extent and nature of evidence required from candidates to achieve certification; 

• the threshold values for certification to be achieved. 

Each CB then has the responsibility to ensure that the assessment adheres to IPMA’s principles 

of certification. 

There are three domains in IPMA 4-L-C System being them project, programme and portfolio. 

In each of those three, project domain has four levels (A, B, C and D), programme and portfolio have 

two levels (A and B). This creates eight different unique options shown in Table 1. 

IPMA has four different levels, all of them with different core criteria, being them: 

Figure 4 IPMA Organizational Structure [8] 
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• Level A requires leadership in very complex projects, programmes or portfolios at a strategic 

level. 

• Level B requires leadership in complex projects, programmes or portfolios. 

• Level C demands management of others in projects of moderate complexity through the 

application of knowledge across all relevant competences. 

• Level D only requires knowledge across all relevant competences and discard the need of any 

management or leadership experience. 

 

Table 1 IPMA 4-Level-Certification Systems [8] 

 Domain 

Project Programme Portfolio 

L
e
v
e
l 

A Certified Project 

Director 

Certified Programme 

Director 

Certified Portfolio 

Director 

B Certified Senior 

Project Manager 

Certified Senior  

Programme Manager 

Certified Senior  

Portfolio Manager 

C Certified Project 

Manager 

  

D Certified Project 

Management 

Associate 

  

 

For each level of certification, there are multiple possible paths that each CB may select. Some 

CBs may have additional requirements or certification, nevertheless those steps need to be approved 

by IPMA Certification and Validation Management Board (CVMB). Option paths for Level B is illustrated 

in Figure 5. 

Candidates are permitted to retake specified steps of the assessment once if they are 

unsuccessful on their first attempt and must complete the whole process within eighteen months from 

the date of application’s acceptance. 
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Since current certification process is not perpetual, re-certification is due five years after initial 

certification for all levels and domains. The certificate holder must initiate this process up to six months 

before expiry date. Figure 6 demonstrates this process. 

Figure 5 Assessment path for IPMA Level B [8] 

Figure 6 Re-certification path for all IPMA levels [8] 



13 

3.2. Representation of certification processes using BPM Notation  

Processes are a “set of interrelated activities that transform inputs into outputs and that create 

value for a customer”[10]. The study and comprehension of the previous information about certification, 

as well as repeated conversation with the association stakeholders and both ICR and Manual do 

Candidato (Candidate’s Manual) gave us enough knowledge to represent these processes. This section 

will detail all the certification processes that were identified. 

This representation allows, regardless of the organizational structure, to simplify and 

understand the actions performed by the users and, are a way to analyze bottlenecks or issues and 

identify possible optimizations”. To represent these processes we will be using Business Process Model 

and Notation (BPMN)27. The usage of BPMN diagrams is due to being used and understood by many 

professionals. In addition, symbols are also intuitive and easy to understand by non-expert’ users. 

Furthermore, by modelling those processes in detail it is easier to check with the organization and 

stakeholders that we have a common understanding of the process that we are dealing with. 

The following Business Process Model (BPM) diagrams (Figure 7,  

Figure 8, Figure 9, Figure 10, Figure 11, Figure 12, Figure 13, Figure 14, Figure 15, Figure 16, 

Figure 17, Figure 18, Figure 19 and Figure 20) represent the processes for the different available 

certifications (level A, B, C, D and recertification). 

Figure 7 illustrate one of IPMA possible assessment paths, namely level C. and level B possible 

certification paths is shown in Figure 5. For each level, APOGEP’s adopts one of the possible IPMA 

paths, except for level C where the organization has a custom path accepted by IPMA. IPMA 

assessment paths and APOGEP’s activities were carefully analyzed and then combined and modeled 

into BPM diagrams. This section shows the result of this work. 

                                                           
27 http://www.bpmn.org/ 
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Figure 7 Assessment Path for IPMA level C [8] 

 

 

Figure 8 contains the complete certification process. It consists of various sub-processes that 

will be called depending on the corresponding certification level. 

All processes start with a certification request and eligibility check activity. From here, 

depending on the certification level, the candidate will perform specific evaluations. Each level has a 

specific time limit to be completed (one year or eighteen months) and will lead to application archive if 

reached. The only exception is recertification, which doesn’t have any time limit, but it is also a simple 

process where, only in some cases, an interview is needed. 

After this level specific process, a final evaluation and decision is common to all certification 

processes and, if the decision is favorable, the certificate process will occur else the certification will just 

be archived.  
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Figure 8 Certification Process 

 

Figure 9 shows level D certification process. Level D is one of the most common processes in 

the organization. An exam is the only evaluation demanded for the candidate to pass in order to get a 

certificate. If the candidate fails the first try, repetition can be requested within two months or the 

certification will be marked as archived. Failing a second time will also lead to fail and archive later. If 

the candidate successfully passes the exam (sub-process illustrated in Figure 16), this process will end. 
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Figure 9 Level D Certification Process 

 

Level C, demonstrated in Figure 10, is the process that contains the most evaluations. Like level 

D it starts with an exam. The same repeat logic applies where the candidate can repeat the exam once 

or it is timed out if doesn’t request in two months. If the candidate passes, will then need to deliver a 

report (sub-process shown in Figure 17) and, if it passes, will have a simulation and interview which can 

be repeated if it fails. Finally, in case of positive decision, certificate sub-process begins, and a certificate 

is emitted. 

 

 

Figure 10 Level C Certification Process 
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Level B certification (Figure 11) contains three different evaluations, being them Report, Oral 

Exam and Interview. Report sub-process begins and the candidate will need to deliver a report within 

the assigned date. If it passes, an Oral Exam will be the next activity in the process. Similar to Exam 

sub-process present in level D and C, the candidate can request once to repeat if it fails. After a 

successful Oral Exam, Interview is the last Evaluation. This sub-process ends when the candidate 

passes, fails the second time or doesn’t request to repeat an evaluation. 

 

 

 

 

Figure 11 Level B Certification Process 
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Figure 12 Level A Certification Process 

 

Level A certification (Figure 12) is the level that demands highest levels of competences from 

candidates. The process consists in a Report delivery, an oral exam and an interview to confirm 

candidate competences. 

All certificates currently have a five-year validity, which means that a certificate holder will need 

to renew the certificate up to six months before the end of the current certificate. The process of renewal 

is called recertification (Figure 13). This process begins with eligibility check where assessor will analyze 

if the candidate meets the criteria needed to renew the certificate. These criteria are shown below in 

Table 2. 

In positive case, the certificate sub-process starts, and certificate is renewed. If the assessor 

has doubts of any evidence or proof shown, it can request an interview with the candidate. This interview 

can lead to a certificate emission or application archive if criteria proofs not to be met. 
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Table 2 DMN table for Recertification criteria 

 

 

Figure 13 Recertification Process 

 

First Contact Process (Figure 14) is the process of receiving certification information requests 

and register them in a database. Although this could be the start of the certification process ( 

Figure 8), we are not sure when or even if the information request will ever lead to a certification 

request, so we have chosen to opt out this sub-process from that process. 

 

U Input Output 

Level Practical 

Experience last 5 

years 

Complexity Leadership 

of Others 

Management 

of Others 

Number of 

CPD Hours 

Assessment 

Result 

Level practicalExperience complexity leadership management cpdHours assessment 

string integer boolean boolean boolean integer string 

1 A >=30 True - True >=175 Pass 

2 B >=30 True - True >=175 Pass 

3 C >=30 True True - >=175 Pass 

4 D - - - - >=175 Pass 
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Figure 14 First Contact Process 

 

Eligibility Check sub-process (Figure 15) contains all logic needed to accept or reject an 

applicant’s application. Secretariat will register this applicant and assign a number that will identify the 

application, create a folder and validate the documents that were received. If there are documents 

missing, a response email is sent to the applicant asking those additional documents. Level D 

application can be accepted by secretariat if all documents are delivered. If the application is level A, B, 

C or recertification, assessment needs to be performed by an assessor that is assigned by CB Director. 

This assessor will review all documents and inform CB Director if the applicant is eligible or not. CB 

Director then approves the application, and applicant is informed of the next evaluation dates, if found 

eligible, or receives an email stating the reasons why it was rejected. From this point on, applicant is 

now referred as candidate. 

Exam sub-process is illustrated in Figure 16. This sub-process starts after eligibility is accepted 

on levels D and C. After assigning an exam date we can expect three events: change date request; 

perform exam and deliver evidence; do not show on the exam. If the exam is delivered, assessment by 

Assessor and homologation by CB Director is performed. If assessment is accepted the process ends 

here. If the assessment is challenged, the assessor is asked to review his assessment. 
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Figure 15 Eligibility Check Process 
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Figure 16 Exam Process 

 

Report sub-process (Figure 17) is called in level C, B and A certifications. After assessors have 

been assigned to a candidate, we expect to receive a report delivery, which is then distributed by the 

secretariat to all assessors. Candidate’s summary report and report is assessed, and grade is 

communicated to CB Director which homologates it. If the report is accepted, it is communicated the 

positive grade, alongside the next evaluation dates. If the report is not accepted, the candidate has one 

month to submit a reviewed report that tackles assessor’s rejection reasons. 
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Certificate sub-process (Figure 18) is the last of every successful certification process. After 

candidate passes all evaluations and is decision is favorable this sub-process will start. The certificate 

is then prepared and, in parallel, APOGEP’s website is updated with certificate holder information if 

visibility was marked as authorized in application documents. When the certificate is ready, candidate 

is informed and certificate will be delivered to or picked up by candidate. 

Figure 17 Report Process 
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Figure 18 Certificate Process 

 

Appeal and Complaint processes are the ones who are triggered if an appeal or complaint 

request in sent by the candidate. These two processes are shown in Figure 19 and Figure 20. Once 

secretariat receives one of the above requests, it sends the document model that the applicant must fill. 

Once received, the CB Director will perform the correspondent treatment and will notify the applicant of 

the decision and actions taken. 



25 

 

Figure 19 Appeal Process 
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Figure 20 Complaint Process 

3.3. Use Case Model 

 “A use case is a list of actions or event steps, typically defining the interactions between a role 

and a system, to achieve a goal”28. The model should contain the system activities that are relevant to 

the users. With this model we intent to identify and organize functional requirements, identify users, 

roles, and system scenarios as well as model the system/actor interactions. 

In our project, we identified twelve use cases that can be seen in Table 3. For each one of them, 

there will be a use case identifier (UC ID), name and a description of the case. Figure 21 illustrates a 

Use Case model for simpler comprehension. Extensive use case tables can be seen in Appendix A – 

Use case Tables and contain a description, actors, main scenario and, in some cases, alternative or 

exceptional scenarios. 

On the right side of Figure 21 we have three actors, all of them belong to the association and 

perform specific tasks while left side represents people external to the organization, in this case, the 

ones who intend to get certified. 

                                                           
28  https://en.wikipedia.org/wiki/Use_case 
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Table 3 Use Cases summary 

UC ID Use Case Name Use Case Description 

01 Create application When an applicant wants to be certified, he should 
contact secretariat or enter in system, download 
“applicant’s package” and submit his application. The 
system will provide an interface to save the 
documents received. 

02 Confirm eligibility 
level A, B or C 

Assessor reviews the application and assesses if 
applicant meet competence requirements for the level 
applied. In positive cases, the actor “applicant” 
becomes “candidate” and certification process begins 
in the system. 

03 Confirm eligibility 
level D 

Secretariat confirms if applicant has sent all evidence. 
In positive cases, the actor “applicant” becomes 
“candidate” and certification process begins in the 
system. 

04 Assign candidate to 
an evaluation 

Secretariat will assign candidate to an evaluation. The 
system will register in the worksheet and, in case of 
exam, assign an exam code different from previous 
exams. 

05 Assess evaluation 
evidences 

Assigned assessor will confirm that he received the 
evidences and evaluates them. Posteriorly, he will 
input in the system whether the candidate passed or 
failed and corresponding mark and competences 
coverage. 

06 Review Assessment After assessor finish their evaluation assessment, CB 
Director needs to review the assessment and 
homologate it. 

07 Issue certificate When a candidate successfully completes all 
certification process, secretariat creates the 
certificate, system notifies CB Director to review and 
authorize certificate. After authorization, the system 
sends the certificate to the candidate. 

08 Manage applicant or 
candidate personal 
information 

If changes in personal information are needed, the 
applicant or candidate can contact secretariat to make 
changes. The secretariat then edits, on the system, 
the information of the person who contacted. 

09 Manage evaluation 
schedule 

CB Director defines location and dates of evaluations. 
System will have a calendar where CB Director can 
create new evaluations, edit the current ones and 
assign assessors to evaluations. Assessors declare 
availability for schedule and dates defined by CB 
Director. The system will present the calendar and 
assessors should declare if they have availability for 
the dates and locals declared. 

10 Manage Appeal When candidate considers that evidences were not 
assess correctly, they can submit an appeal. CB 
Director then assesses appeals and complaints 
created by candidates. The system will show a page 
with all appeals and complaints created. 

11 Manage Complaint When candidate considers that the certification 
process was not followed properly, they can submit a 
complaint, respectively. CB Director then assesses 
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complaints created by candidates. The system will 
show a page with all appeals and complaints created. 

12 Manage First 
Contacts 

When a person shows interest in getting certified, we 
register that contact information temporarily, so we 
can contact them back but also register notes. 

 

 

 

 

 

Figure 21 Use Case Model 
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3.4. Domain Model 

Domain model is an object that includes both behavior and data. As business logic can be very 

complex, where rules and logic can describe multiple behaviors, a domain model interconnects objects 

that represent something meaningful [11]. With the usage of the domain model we want to represent 

the relations between the different concepts that were identified and will need to be implemented in the 

system. Our domain model shows the architecture that will be implemented using spreadsheets. 

Although data types are represented in domain model illustrated in Figure 22, google 

spreadsheets cannot have data types since every cell is treated as a string by DB4G API. 

 

Figure 22 Domain model 
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Each person will have to provide their information, including personal contacts and business 

contact, if they are connected to an organization. The person or the organization connected to it might 

be a partner of the association. 

Each person might apply to several certifications. Each certification corresponds to level A, B, 

C, D or recertification. Each one has specific evaluations defined in APOGEP’s certification manual. For 

example, a level B candidate will have to pass a report, an interview and an oral exam, being able to 

repeat each one if he fails the first try. 

Assessors are persons linked to the association that support certification process. They are 

linked to all evaluations (report, oral exam, interview and workshop) as they require a lead assessor, 

co-assessor and, when necessary, an observer assessor. Written exam only requires supervisor 

assessors, and the number is dependent on the number of candidates performing the exam. 
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4. Solution Development 

After searching and learning about related work, deepen our knowledge on the topic of cloud 

computing, API’s, Google Cloud and DB4G framework, performing requirement analysis, developing a 

use case and domain model, as well as identifying the data flows and business processes inside the 

organization, we then proceeded to implement our solution.  

4.1. Development Method and Planning 

As indicated in section 3, the development method that will be used in this project is evolutionary 

prototyping. 

A prototype is a system, intentionally incomplete, that captures the essential features of a later 

system [12]. The process itself consists in several iterative cycles, where after the initial prototype is 

built based on user needs and requirements, the user feedback is requested to further improve the 

prototype and requirements [13, 14]. 

Evolutionary prototyping is a sequence of design, implementation and evaluation cycles without 

any attempt to capture (extensive) requirements in advance, focusing on gaining feedback from early 

prototypes [15, 16]. It provides flexibility to the software development process, making it gradually 

progress while adapting itself to shifting organizational contexts and new requirements [13]. It focuses 

on customer interaction to guarantee that iterations are consistent with expectations [17]. Since 

implementation of a new system might change the perspective in which the organization operates, new 

requirements can also emerge in this situation [15]. 

This approach does not differentiate prototype and product, nonetheless is evident that initial 

versions of a prototype cannot be interpreted as the target system. 

The reason for choosing evolutionary prototyping as the project methodology is it allows a 

continuous evolutionary (incremental) development attitude while introducing a high amount of user 

feedback into the equation, increasing the probability of a successful implementation. Furthermore, 

makes it easier to tolerate and manage requirements changes that may occur during this development 

process. This provides augmented value due to current state of art in APOGEP, which is implementing 

the most recent certification processes, by permitting possible changes in requirements that may surge. 

During the development, and following evolutionary prototyping method, we will collect feedback 

and suggestions from different end-users of the association, both management and collaborators that 

could use the system on a daily basis. 

Since we use evolutionary prototyping, and as planned, we divided the development of our 

system in five different phases, increasing functionalities in the prototype in the first four, gathering 

feedback and increasing details on our requirement specification at the end of each iteration and leaving 

the final phase for fixes and testing. 
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Figure 23 shows the Work Breakdown Structure (WBS) of our thesis. 

We started with designing and gathering of requirements and developed using evolutionary 

prototype. 

Regarding development, our first iteration started by gathering requirements and developing a 

base for the prototype. This was done by meeting with the CB director and later with the secretariat in 

organization office. After the first development result have been shown, via Skype, the result of that 

development and gathered feedback as input for the second iteration. In the first iteration we have 

focused on creating a stable and functional system using the framework, including all code structure as 

well as implementing the controllers for the use cases create certification and manage candidate 

personal information. 

Feedback received on the first iteration and additional documents provided by the organization 

were the base to the development of the second iteration. In this second iteration we focused on 

developing use cases manage first contacts, assign candidate to an application, confirm eligibility level 

D, confirm eligibility level A, B and C. At the end of this iteration we reviewed with CB director and 

organization secretariat the changes made on use cases developed on the first iteration, mainly menus 

and identified further changes, mainly on visualization of data. The use cases developed in the second 

iteration were also reviewed and feedback acquired. 

In the third iteration, our longest iteration, we became comfortable developing and implemented 

the most use cases on a single iteration, namely assess evaluation evidences, review assessment, 

manage evaluation schedule, manage appeal and manage complaint. Our input for this iteration was all 

feedback acquired in the previous iteration. Once again, we showed the system and obtained feedback. 

In the fourth iteration we have developed the remaining use cases issue certificate and 

performed a good amount of changes and fixes on the code of the previous iteration to meet the 

expectation of the stakeholders. 

Lastly, the fifth iteration was aimed at fixing the remaining problems in the code and certification 

process that were identified, ensuring that the use cases followed documentation and certification 

processes models that we have identified and created. 
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Figure 23 Work Breakdown Structure 

4.2. Technology constraints (DB4G Framework) 

DB4G framework is the technology constrain while developing this system. It allow us to develop 

our application without the need of implementing direct calls to Google Sheets API. This framework’s 

use was proposed by thesis supervisors and will be part of a case study using APOGEP’s certification 

processes. Framework’s architecture is demonstrated in Figure 24.  

Web browser and Application Server, which is our framework, represent the main infrastructure 

that communicate with Google Cloud Platform. After registering at Google App Engine environment, 

which is mandatory to use Google Cloud Services, we save the private information on our local server, 

in a JSON file that contains “ClientID” and “ClientSecret”. 
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User interacts with Web Browser and login with their Google account to use the framework. 

Google OAuth Process (seen before in Figure 3) is used to ensure authentication and will be granting, 

or not, access to our application. 

Subsequently to authentication, information management is displayed depending on user 

session. “Information Management” component contains all the information about our system and 

respective management. 

“Data list management” is the component where user defines and manages data presented in 

the cloud database, “Task execution” where user executes tasks related to information provided in the 

data list management and “Results list management” where results obtained from the tasks are 

Figure 24 DB4G Framework architecture[18] 
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presented. Tasks are personal to each project and, our case, we present the specific tasks this 

implementation. 

Everything performed by the user will interact with the Application Server through an HTTP/Ajax 

communication. Each component depends from the communication with the Google Cloud Platform 

database it can be seen in the flow of dependencies in Figure 24. 

The application server communicates with the cloud environment through cloud endpoints, that 

offers a set of tools, libraries and capabilities that allow the developer to communicate with Google APIs 

from the App Engine. 

Front-end of the framework is developed on AngularJS, HTML and CSS (bootstrap). For the 

back-end, framework relies on MINI and a PHP spreadsheet library, which was explained succinctly in 

the previous sections. 

The API that DB4G framework relies the most on this project is Google Sheets API, but also 

uses OAuth API to authenticate users and provide access to certain website pages. The Spreadsheet 

API version that the framework uses is v3 and, let users read, write in Google Sheets. 

4.2.1. DB4G Identified Limitations 

We are using google to grant ownership of a project, so if we transfer those rights to another 

user, we can no longer transfer the owner permissions again to any other user nor delete the folder from 

Google Drive. This google limitation is documented29. 

All attributes are currently strings (“normal text”) because, contrary to databases, we cannot 

define a type for each attribute column. Spreadsheet’s API does not allow input verifications nor 

exceptions throwing if type of data is not correct, so this will have to be controlled and verified internally 

by the system logic. Nevertheless, we are still exploring a workaround for this problem while he develops 

the framework. 

Last currently identified limitation is that the API does not return an exception if the email 

inserted does not exist and, as a result, it still attempts to share the folder/spreadsheet with the incorrect 

email. The only way to know there was an error is that a delivery failure email is sent to the owner inbox. 

We identified several internet topics that point to a slow performance of google Spreadsheet 

API such as: 

• “Queries to big Google spreadsheets are slow”30; 

• “Google Spreadsheet batch update very slow”31; 

                                                           
29 https://support.google.com/drive/answer/2494892?hl=pt-PT 
30 https://productforums.google.com/forum/#!topic/docs/ZRsUjAKOpTA 
31 https://stackoverflow.com/questions/18332239/google-spreadsheet-batch-update-very-slow 
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• “Super slow”32; 

• “Google Apps Script Iterating over Spreadsheets very slow”33; 

• “Reduce Time”34; 

• “Queries to big Google spreadsheets are slow”35. 

 

The framework has limits in terms of the number of requests it can make. Those limits are 

described in Table 4 and Table 5. Those limits are imposed by Google to avoid an excessive amount of 

request and in an attempt to protect their servers. It is possible to control the quota consumption in 

Google Cloud Platform Console. 

Table 4 Google Sheets API - read quota limits 

Quota Limit 

Read requests per 100 seconds 500 

Read requests per 100 seconds per user 100 

Read requests per day Unlimited 

 

Table 5 Google Sheets API - write quota limits 

Quota Limit 

Write requests per 100 seconds 500 

Write requests per 100 seconds per user 100 

Write requests per day Unlimited 

 

4.2.2. Critical Analysis of DB4G Framework 

After exploring the different possibilities of the framework and related tools, we will analyze our 

expectations in terms of positive and negative characteristics when using DB4G framework to develop 

our solution. We expected positive characteristics such as (1) possibility to import (or mimic) current 

spreadsheets structure and modify them to meet the new needs; (2) Google Drive offers online forms 

that can be used directly to integrate and collect information into spreadsheets; (3) API allows greater 

flexibility and facilitates future changes in the system; (4) Google Cloud is available online on different 

devices with 99.978% availability and no scheduled downtime; (5) version control allows rollbacks up to 

thirty days in case of unwanted changes or other complications; (6) possibility to use or create custom 

                                                           
32 https://github.com/burnash/gspread/issues/190 
33 https://stackoverflow.com/questions/27166493/google-apps-script-iterating-over-spreadsheets-very-slow 
34 https://github.com/asimlqt/php-google-spreadsheet-client/issues/114 
35 https://groups.google.com/forum/#!topic/google-visualization-api/Hu8Imt21jlg 
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macros inside spreadsheets to transmit or verify information; and (7) can be automated with 

spreadsheet-driven and time-driven functions triggers. 

On the other hand, we can expect negative aspects such as (1) the system will still be 

spreadsheet based; (2) all confidential information is online inside the Google Account which, without 

additional security like two factor authentication can lead to security problems; (3) the process of sharing 

spreadsheets rest on sharing links or linking accounts and, the creation of permission groups needs to 

be replicated in every sheet or folder; and (4) difficult for the system to perform data mining using 

spreadsheets. 

 

4.3. Development 

In this section we will explain what was implemented, why it was implemented this way and how 

it was implemented. Backing this section is Appendix B - User manual, system’s user manual, where 

we provide a description of all front-end options’ users have available alongside relevant figures that 

can guide them on the system. 

Since we do provide the system already installed and ready to operate, there is no need for the 

end user to read the DB4G administrative manual[16], but we do provide the note that we have read it 

fully in order to implement this system. 

The DB4G framework can be both used with Google Login or with a service account, which 

means that the web application will make the calls on behalf on the user with the application account 

instead of using user’s login. In this second case there is no need for Google’s OAuth login nor 

permission granting, but we do identify that there is an impact on security as the login operations’ 

security rely on our side and not on Google. 

We started by creating a fork of DB4G framework from GitHub so we could get all framework 

version updates during our development phase. We then ran Composer to create the base structure 

needed in order to develop using this framework. That structure contains vendor file’s structure, 

including Google API services and Asim Liaquat PHP google spreadsheet client. 

We then initialized the framework following the administrator manual provided by the framework. 

This created the following folder structure in the cloud for us to use, seen in Figure 25. 
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Figure 25 DB4G Main Structure 

 
We then proceeded to create the respective domain model using spreadsheets. Each class 

corresponds to one spreadsheet in our system, except the class certification process where we included 

the attributes in class “Level Domain” to ease the calls on the API. A schedule spreadsheet was also 

added as support for the evaluations spreadsheet, where we combined all types of evaluation classes 

we see on the domain model. 

We should refer that, when creating those spreadsheets, neither DB4G framework nor Google 

Cloud has a method of assigning data types to our header or data. When critically needed, this 

verification is done within our controllers’ code. The following figure shows our drive folder after the 

creation of all our domain model into spreadsheets. 

Figure 26 shows the spreadsheets that were mapped into our Google Cloud using the 

framework and based on our Domain model. 

We can also see one folder name “UserApplicationInfo”, which was created to hold our 

applicant’s submitted files. This was intended to show that is possible to develop a system where we 

could also upload and download files using Google Cloud. Figure 27 shows an example of the folders 

inside the previous enumerated folder. Each applicant will have one folder where he has all his data. 

When creating a new application, if the applicant does not have a folder on record we create one new 

folder for the person and one folder inside that one for the application. A person can have zero or one 

main folders and each main folder might have one or more applications. 
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Figure 26 DB4G Spreadsheet Structure 

 

 
Figure 27 User File's Structure 
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Figure 28 represents our code structure. Inside the controller folder we have created our four 

main controllers: 

• Application Management 

• People Management 

• CB Director Management 

• Billing Management 

 

The other controllers came by default with the framework and allow us to create and manage 

our Google Cloud structure directly from the web interface. Our system code is split into three folders, 

the application that contains DB4G and our customs controllers and configurations, the public, which 

provides an interface to the exterior, that contains the html and calls to our application and vender folder 

and, lastly, vender folder, that contains functions that are called on our controllers. Our custom 

controllers were created in order to accommodate and match the different Use Cases and all the logic 

in those controllers are based on the processes we have identified in section 3.1. 

 

  
Figure 28 Code Structure (detailed controller folder) 



41 

In “Application Management” controller we provide all functions that are related to the 

application itself. Examples of those are register a new application, manage applicant documents, 

manage eligibility, assign a candidate for assessment, issue certification, among others. We also added 

what we call “First Contact” management, which is was not inside the initial scope but was requested in 

early stages of development. 

“People Management” controller includes all functions related with registering and management 

both people and associates. Some examples of those functions are register new person, manage 

personal information, register new partner, edit partner information, new individual associate and new 

collective associate and manage associates. 

“CB Director Management” controllers, on the other hand, includes everything that is within CB 

Director scope such as register and manage assessment schedules, managing assessors, manage 

complaints and appeals. 

Like “First contact” functionality, it was also requested early if it was possible to include in the 

system a way to track what and if the applicant has paid all debt to the organization. Although this was 

not inside scope, we included it in the first iteration and, as we can see in Table 6 where we match Use 

Cases to controllers, created this functionality. We created a new spreadsheet where we register those 

details. It is relevant to say that this does not have integration with the organization current invoice 

software. 

 
Table 6 Relation between Controllers and Use Cases 

 UC01 UC02 UC03 UC04 UC05 UC06 UC07 UC08 UC09 UC10 UC11 UC12 

Application 
Management 

X X X X X X X     X 

People 
Management 

       X     

CB Director 
Management 

        X X X  

Billing 
Management 

            

 

Our GitHub repository held the fork code and, furthermore, we also used it as an issue register. 

We created twenty four issues with the label “framework”, which we attributed whenever the scope was 

outside our own controllers. There were also issues reported personally that were not registered in 

GitHub. 

The development using the framework was relatively easy. We had all most of the functions 

ready and fully operational to use. There were some exceptions where we had to include our own code 

or extend the framework code ourselves. For example, since we had no way to mimic a join SQL 

statement in the framework, we had to create a function in the framework that could take two arrays and 

join them given a common key. Other function added to the framework spreadsheet library was 

“getRowDataCount” that returns the number of that have been written. This is critical when we need to 

get the primary key (ID) since we don’t have a global iterator variable that stores the current ID for each 
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spreadsheet. Another addition was “getAllNonMatchContents”, that performs a search by a key (column) 

in a worksheet and returns all cells that don’t match a certain string. For example, this is a function we 

needed to get all rows where the status was not set as “Archived”. 

The DB4G framework did provide a good advantage in terms of data migration, in a way that is 

relatively easy to grab the current organization data, currently in excel, and map it to our excel 

spreadsheets. All we need to do is add to create an ID for each person and application in the legacy 

excel and split that data into our different new worksheets. That data will instantly be available. 
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5. Validation 

5.1. Testing 

5.1.1.  Usability 

To test our system for usability, we contacted APOGEP secretariat and arranged a meeting with 

secretariat to test our system. We followed our defined use cases, trying to simulate the everyday tasks 

secretariat would be performing in our system. These tasks were performed in the development’s 

computer to ensure maximum performance and compatibility. 

We met in APOGEP’s office and made the testing in a meeting room. This meeting room did 

not have a cable connection available, so we had to use wi-fi to connect to the internet. For reference, 

all our system utilization was made via cable connection or with a strong wi-fi connection. Unfortunately, 

this was not the case in APOGEP’s meeting room. 

Since the beginning of the tests we could perceive a delay that was a bit more than usual. By 

default, the timeout on the API calls is thirty seconds and, in fact, we got timeouts from simple operations 

that we have not been facing before in a developments environment. We increased the timeout time on 

the spot to ensure that we could perform the tasks, even with a high waiting time. 

Although the system itself behaved as expected, excepting some bugs that we either fix on the 

spot or were not critical enough to delay the tasks, the test user said that the current performance might 

rule out the usage of such system in a work environment. 

The test user also suggested having a google form that would be an input to manual operations 

as user registering. 

5.1.2.  Performance 

In order to identify the performance bottleneck of the system, we analyzed the time that it took 

the browser to get the first byte, denominated by “Time to first byte” (TTFB), how much time it tool each 

of the framework calls, how much time it took to render the page. In this section we will perform a 

statistical and critical analysis on those values. 

Time to first byte (TTFB) can be seen as a measurement to indicate the responsiveness of a 

webserver or network resource36. This timing includes one round trip of latency and the time the server 

took to prepare the response37. 

                                                           
36 https://en.wikipedia.org/wiki/Time_to_first_byte 
37https://developers.google.com/web/tools/chrome-devtools/network-performance/reference#timing-explanation 
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The following table shows the raw data collected in the several tests we made. Those tests 

were made using a cable connection instead of wi-fi to ensure we had the least interference as possible 

in the results. To measure and ensure stability of our internet connection between our computer and our 

API host, which is google, we pinged google.pt for twenty packets and the results were the following: 

Packets: Sent = 20, Received = 20, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 15ms, Maximum = 17ms, Average = 16ms 

We had eighteen packets with a 16ms response and one with 15ms and another with 17ms. 

We can affirm that our connection was stable to perform these tests. 

Furthermore, tests were prepared and executed sequentially in the same time frame to 

safeguard the least disturbance in data values as possible. 

The next tables  show our tests results (Table 7, Table 9,  

Table 11) and their statistical analysis (Table 8, Table 10, Table 12). The TTFB and Full Time 

(includes DOM downloading and DOM processing) values are in milliseconds (ms) and were taken from 

Chrome DevTools38. 

The individual call values were obtained by logging the expression “round(microtime(true) * 

1000);” in our code and calculate the time between those calls. These are calls to the methods DB4G 

framework exposes for us to use. Examples of those functions are: 

• authentication->getClient(); 

• spreadsheet->getSpreadsheetByID($id); 

• spreadsheet->getWorksheetByTitle($spreadsheet,$worksheetName); 

• spreadsheet->getWorkSheetListFeed($firstContactWorksheet); 

• spreadsheet->addNewRowContent($firstContactWorksheet, $row); 

 

 

 

 

 

 

 

 

 

 

                                                           
38 https://developer.chrome.com/devtools 
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Table 7 Performance Values - Part 1 

google.com 
Main menu 

without API Calls API GET First Contact 

TTFB Full Time TTFB Full Time TTFB Full Time 1st call 2nd call 3rd call 4th call 

126 448 16 106 2803 3071 1 1968 406 408 

141 501 18 241 2077 2315 1 1223 485 350 

137 479 21 220 3625 3848 1 1511 1049 1045 

127 485 17 194 2588 2789 1 1145 521 905 

129 484 17 193 2381 2588 1 1615 409 339 

128 460 17 208 1891 2113 1 1189 353 333 

164 524 16 193 2082 2303 1 1379 347 335 

139 498 18 217 2320 2548 1 1288 628 385 

127 474 18 193 2534 2767 1 1220 386 909 

147 520 17 209 2172 2389 1 1491 335 327 

131 484 15 197 1911 2135 1 1183 356 351 

128 491 15 191 1991 2225 1 1273 346 351 

138 486 16 185 1982 2215 1 1264 371 329 

141 507 16 187 1968 2171 1 1253 350 349 

154 521 17 217 2003 2220 1 1290 352 341 

169 527 17 191 1986 2226 1 1192 443 332 

130 473 18 193 2106 2326 1 1287 413 388 

129 482 15 187 2107 2339 1 1336 407 344 

121 436 17 204 2130 2368 1 1371 391 350 

146 484 17 188 2229 2431 1 1395 421 393 

 

 Table 8 Statistical Analysis – Part 1 

 

 

 

 

  google.com 
Main menu 

without API Calls 
API GET First Contact 

  TTFB 
Full 

Time TTFB 
Full 
Time TTFB 

Full 
Time 

1st 
call 2nd call 

3rd 
call 

4th 
call 

Average 137,6 488,2 16,9 195,7 2244,3 2469,35 1 1343,65 438,45 443,2 

St. Dev 12,66 23,72 1,34 24,90 395,34 397,15 0,00 185,56 156,22 216,76 

Median 134 484,5 17 193 2106,5 2332,5 1 1287,5 398,5 350 

Maximum 169 527 21 241 3625 3848 1 1968 1049 1045 

Minimum 121 436 15 106 1891 2113 1 1145 335 327 
Norm. 
Dist. 90% 

153,82 518,60 18,61 227,61 2750,95 2978,31 N/A 1581,45 638,66 720,99 
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Table 9 Performance Values - Part 2 

API POST First Contact 
API GET 

Associates 

TTFB Full Time 1st call 2nd call 3rd call 4th call 5th call TTFB Full Time 

4292 4538 0 2062 349 1064 799 14166 14391 

4621 4820 1 1253 405 1311 1637 14461 14708 

5471 5662 2 1995 502 446 2510 13878 14107 

3639 3848 1 1238 364 661 1359 14162 14398 

6143 6334 1 1864 388 1341 2533 14460 15198 

3830 4065 1 1287 539 733 1254 14547 14792 

5795 6026 2 2187 1193 1311 1085 15065 15323 

3757 3962 1 1256 334 439 1709 17735 17955 

4119 4307 1 1685 343 436 1637 19933 20161 

4211 4428 1 1217 484 891 1601 16721 16967 

3599 3792 1 1176 502 714 1189 18003 18234 

3825 4025 1 1214 497 942 1154 22084 22318 

3551 3756 1 1187 503 681 1165 19045 19266 

3652 3866 2 1279 494 687 1175 17612 17849 

3687 3895 1 1219 577 694 1179 24157 24400 

4445 4647 2 1252 502 1481 1190 14896 15127 

3607 3801 1 1222 523 675 1170 17327 17557 

3660 3876 1 1163 544 736 1200 14516 14755 

4310 4507 1 1200 521 703 1869 13743 13959 

3363 3581 1 1189 502 585 1070 15448 15659 

 

Table 10 Statistical Analysis – Part 2 

  API POST First Contact API GET Associates 

  TTFB 
Full 
Time 

1st 
call 2nd call 

3rd 
call 4th call 5th call TTFB Full Time 

Average 4178,85 4386,8 1,15 1407,25 503,3 826,55 1424,25 16597,95 16856,2 

St. Dev 763,82 762,52 0,48 331,19 174,04 307,86 445,04 2835,78 2819,13 

Median 3827,5 4045 1 1245 502 708,5 1195 15256,5 15491 

Maximum 6143 6334 2 2187 1193 1481 2533 24157 24400 

Minimum 3363 3581 0 1163 334 436 799 13743 13959 
Norm. 
Dist. 90% 

5157,73 5364,01 1,76 1831,69 726,34 1221,09 1994,60 20232,15 20469,06 
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Table 11 Performance Values - Part 3 

New Application 
Register 
Application 

TTFB Full Time Full Time 

5010 5258 14497 

4841 5066 14670 

6436 6675 14631 

4583 4815 14543 

4005 4260 13950 

4287 4519 14923 

4049 4276 12723 

5689 5939 13470 

3911 4150 16015 

3773 4016 20013 

4501 4746 14612 

4596 4826 13633 

3760 4020 12714 

4635 4844 12848 

4671 4919 12877 

3789 4017 12856 

4214 4440 12886 

4358 4586 12883 

3947 4187 13435 

3908 4127 13279 

 

Table 12  Statistical Analysis – Part 3 

  New Application 
Register Application 

  
TTFB 

Full 
Time Full Time 

Average 4448,15 4684,3 14072,9 

St. Dev 660,63 661,57 1637,88 

Median 4322,5 4552,5 13551,5 

Maximum 6436 6675 20013 

Minimum 3760 4016 12714 
Norm. Dist. 
90% 

5294,78 5532,14 16171,92 
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We have analyzed the time of the following: 

• “google.com” page; 

• Main page of the framework, which has no framework calls; 

• Manage first contact, which is one simple call to retrieve the values from one single spreadsheet; 

• Register first contact, which retrieve and posts data to a single spreadsheet; 

• Manage Associates, which has a much more complex call as it retrieves data from four different 

spreadsheets; 

• New Application page, which retrieves information about registered people and organizations 

to aid the form completion; 

• Register Application, which is the method that assigns a person to a new application and creates 

the respective document repository using data provided in the “New Application” page. 

After a careful reading of the results, we can statistically verify that, average time taken to obtain 

a spreadsheet is 1375 ms (sum of all recorded getSpreadsheetByName divided by N calls), and the 

average time to obtain a worksheet is 471 ms. Using normal distribution with a probability of 90%, a 

spreadsheet call will be retrieved in under than 1722 ms and a worksheet will be retrieved up to 687 ms. 

After retrieving the worksheet we can then make a call to retrieve its data or insert data, thus we would 

have to sum that amount of time, which we recorded to be on average 443 ms for the retrieve and 1424 

ms for the insert (with eleven fields of data). 

 

5.2. Critical analysis of testing results 

This performance problem was identified since the beginning (see section 4.2.1) and we could 

say results were as expected. Although the framework did improve since the start of this project with 

some iterations over the main code, Google API might prove itself not to be very effective for this kind 

of implementations compared to traditional databases options. 

It took our most simple page with API calls around 2,5 seconds (2469,35 ms) to load, which 

means that, the more complex or, the more different spreadsheets and worksheets are needed for a 

specific use case, this time will multiply, inducing frustration on the end-user. We can this happening in 

“Manage Associates” (described as “API GET Associates” in the above table) where the average time 

was close to 17 seconds to retrieve information on 6 different spreadsheets and, statistically we would 

get a 90% confidence of getting the page ready for the user before the 20,5 seconds mark. 
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For example, by making a scenario of Use Case 01 (Create Application), assuming the applicant 

is already registered in the system and excluding data input time, it would take the system almost 19 

seconds (18757,2 ms) to process the data. 

These values seem indeed a little too much for a system to be used in an organization compared 

with the easiness and speed of an Excel Spreadsheet and, the value gained by using Google Cloud and 

having an automated system might not be enough to justify the utilization of such system. These values 

might also have the tendency to increase as the size of our spreadsheets increase. 

There are some mitigations that could nullify some of the effects that those calls have on our 

performance. First option would be merging all spreadsheets into one and have separated worksheets. 

Another option would be storing the spreadsheet in our system for read calls and only make API calls 

when updating values. This second option could create inconsistency between stored values locally and 

Google Cloud. 

 

6. Conclusions 

In this section we will address the main contributions made to the framework and to the 

organization, discuss what problems we had and why and, finally, discuss some possibilities for Future 

Work. 

6.1. Contributions 

The framework provided nearly all functions we needed to implement our system. We added 

new functions in the spreadsheet model controller as they have a potential to be used outside our project 

scope. These functions included getting values that would not match a specific string. We also added a 

function that would retrieve the current number of rows inserted in the framework as there were 

situations were we needed to get the ID in advance to register data. We also worked together with Diogo 

Serafim, the developer of the DB4G framework, to fix any problems identified during framework 

development iterations. 

After development we can say that we have fulfilled the defined requirements we have set for 

this work, as our system answer to all of Use Cases. Furthermore, we focused on creating the system 

according to current organization processes. 

During this work we have stumbled upon a few difficulties. Those varied from having an instable 

framework in the beginning of this work since it was still under development, poor performance, due to 

slow API responses. These problems did not impact development itself at a great scale but did impact 

testing due to degraded performance on the organization wi-fi network. 
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Nonetheless, we can say that the framework itself provides a good solution for a system using 

Cloud, but there is a need to empathize implementing a system where spreadsheets perform a similar 

role to SQL tables is hard and underperforming. We suggest caution implementing in organizations 

where processes or domain model’ complexity is medium to high, as the system will perform faster as 

the less API calls are made. 

 

6.2. Future Work 

 
The framework uses Google Spreadsheet API v3, and a new API (v4) is now available. Recent 

comments in IT websites state that this new API does not provide an increased performance globally. 

Yet, some of the possible work to be done in this framework would be updating to the new API. It makes 

calls easier and the PHP Client Spreadsheet Library the DB4G framework uses would not be needed.  

Furthermore, the system could also benefit from unit testing to ensure that code behaves as 

expected and match the requirements gathered. 

It was identified that the domain model might not be flexible enough for future business changes 

so the architecture should be tweaked in order to embrace those changes with a minimal impact on the 

system.  

Knowing recent development on European rules about data protection (GDPR), it would be 

interesting to provide encrypting and decrypting functions in the application, so we could make sure that 

our data stored in the spreadsheets is safe and encrypted. 

Some other improvements that could be done would be more functional and not necessarily 

related to the framework: 

Knowing that secretariat has one of the most manual time-consuming tasks in this process, 

insertion of applicant data, an integration of our system with Google Forms is one improvement that 

could be seen as beneficial to the end-user. Having a Google Form providing directly input data for the 

system through an excel spreadsheet would avoid a huge amount of typing and data procession. Latest 

Google Form even allows document update from the applicant computers, which would lead to a much 

easier and automated system. 

Other functionality that could improve system’s usability would be automatic emailing of 

information in cases as: “Application Approved”, “Payment receive confirmation”, “Certificate Emitted”, 

among others. 
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Appendix A – Use case Tables 

 

Use Case: 
01 

Create Application 

Summary When an applicant wants to be certified, he should contact 
secretariat or enter in system, download “applicant’s 
package” and submit his application. The system will 
provide an interface to save the documents received The 
system will save the evidences submitted to be analyzed 
by secretariat or assessors. 

Actors Applicant; Secretariat 

Main 
Scenario 

1 Applicant downloads applicant’s package 

 2 Applicant sends application and evidences 

 3 Secretariat registers and send confirmation email 

 

 

 

 

 

 

 

 

 

Use Case: 
03 

Confirm eligibility level D 

Summary Secretariat reviews the application and assesses if 
applicant meet competence requirements for the level 
applied. In positive cases, the actor “applicant” becomes 
“candidate” and certification process begins in the system. 

Actors Assessor; Secretariat 

Main 
Scenario 

1 Secretariat confirms that he received all documents 
from applicant 

 2 Secretariat accepts applicant 

 

 

 

 

 

 

Use Case: 
02 

Confirm eligibility level A, B or C 

Summary Assessor reviews the application and assesses if applicant 
meet competence requirements for the level applied. In 
positive cases, the actor “applicant” becomes “candidate” 
and certification process begins in the system. 

Actors Applicant; Assessor 

Main 
Scenario 

1 Assessor reviews the submitted documents and gives 
his opinion. 

 2 Assessor declares his decision on system 
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Use Case: 
04 

Assign candidate to an evaluation 
 

Summary Secretariat will assign candidate to corresponding level 
evaluations. The system will register it and, in case of 
written exam, give a different exam code from previous 
exams. Candidate can be associated to the same type of 
evaluation multiple times but can only attend maximum of 
two, if it fails the first try. If candidate does not show on 
evaluation day, he is obligated to pay for that exam but it 
does not count as a failed evaluation. 

Actors Secretariat 

Main 
Scenario 

1 Secretariat contacts candidate and confirms 
availability on a specific evaluation date 

 2 Candidate confirms availability 

 3 Secretariat assigns candidate to an evaluation 

Exceptional 
Scenario 

1a Candidate is not contacted if the limit of two fails has 
been reached.  

 

 

Use Case: 
05 

Assess evaluation evidences 

Summary Assigned assessor will confirm that he received the 
evidences and evaluates them. Posteriorly, he will input in 
the system whether the candidate passed or failed and 
corresponding mark and competences coverage. 

Actors Assessor 

Main 
Scenario 

1 Assessor receives evidences 

 2 Assessor assesses evidences that might be written or 
oral 

 3 Assessor insert assessment result 

 

 

Use Case: 
07 

Issue certificate 

Summary When a candidate successfully completes all certification 
process, secretariat creates the certificate. System then 
proceeds to notify CB Director to review and authorize the 
certificate. 
After positive authorization, the system sends the 
certificate to the candidate. 

Actors Secretariat; CB Director; Candidate 

Main 
Scenario 

1 Secretariat issues certificate 

 2 CB Director receives a notification and authorizes the 
certificate 

 3 System sends certificate to candidate 
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Use Case: 
08 

Manage applicant or candidate personal information 

Summary If changes in personal information are needed, the 
applicant or candidate should contact secretariat to make 
changes. Secretariat edits the information of the person 
who requested changes. 

Actors Applicant; Candidate; Secretariat 

Main 
Scenario 

1 Applicant or candidate requests changes to secretariat 

 2 Secretariat modifies data 

 3 New data is saved in the system. 

 

 

Use Case: 
09 

Manage evaluation schedule 

Summary CB director defines certification and schedules. For each 
evaluation, a location and date is defined. CB director may, 
at any moment, change date or location of evaluations, as 
well as assign one or more assessor to an evaluation. 
Assessors, after having certification cycles and evaluations 
defined by CB Director, should declare their availability. By 
default, assessors are only considered available once they 
explicit declare that on system. It is possible to edit 
availability as long as assessor has not been assigned to 
an evaluation. In this previous case, it should contact CB 
Director in order to assign another assessor. 

Actors CB Director; Assessor 

Main 
Scenario 

1 Assessor access system 

 2 Assessor declares availability 

 3 Assessor submits availability 

 

Use Case: 
10 

Manage Appeal 

Summary If candidate consider that evidences were not assessed 
correctly it may create an appeal. In case of candidate 
reckon that stablished rules of certification process were 
not followed it may instead file a complaint. 
The system will have templates that candidates can fill and 
send to create an appeal or complaint. Appeal and 
complaints are analyzed by CB director. 

Actors Candidate 

Main 
Scenario 

1 Candidate access system and fills template 

 2 Candidate submits template 

 3 Appeal/complaint created in system 
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Use Case: 
11 

Manage Complaint 

Summary After appeal or complaint creation, CB Director is notified 
and system will show a page with all appeals and 
complaints created where CB Director can address each 
case individually. If necessary, it should change marks in 
cases where decision is favorable to the candidate. 

Actors CB Director 

Main 
Scenario 

1 CB Director receives notice that a new appeal or 
complaint has been created. 

 2 CB Director accesses system 

 3 CB Director analyzes and judges the case 

 4 CB Director reports appeal or complaint as resolved 

Use Case: 
12 

Manage First Contacts 

Summary When a person shows interest in getting certified, we 
register that contact information temporarily, so we can 
contact them back but also register notes. 

Actors Applicant, Secretariat 

Main 
Scenario 

1 CB Director receives notice that a new appeal or 
complaint has been created. 

 2 CB Director accesses system 

 3 CB Director analyzes and judges the case 

 4 CB Director reports appeal or complaint as resolved 
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Appendix B - User manual 

 

 

User’s Manual 

 

 
 

APOGEP SYSTEM 
 

 

 

 

 

 

Version: 1.0.0 

Author: Jorge Guilherme Rodrigues de Almeida 

Author’s email: jorgegralmeida@tecnico.ulisboa.pt 

APOGEP’s email: cert@apogep.pt 

  

mailto:jorgegralmeida@tecnico.ulisboa.pt
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This manual aims to support the user perform its functions inside the system. In this manual you will 

be able to find every functionality supported by our system and, for each one, an explanation and 

guide through the process will be provided. Since different APOGEP group users (Secretariat, 

Assessors and CB Director) have different responsibilities in the system, this manual is divided in 3 

different sections for each one of those groups, with a detailed explanation that focus on each group 

needs and expectations of the system. Any data you might see in this tutorial is intended to be 

dummy data and will not correspond to any real person. All references to numbered Processes or 

Tasks can be found in private APOGEP’s documentation that the developer had access to. 

 

Secretariat’s Functionalities Manual 

Application Management Menu 

The following functionalities can be seen in Application Management Menu. To 

access this menu just press “Application Management” button in the vertical 

header of the system. This menu can be seen in Figure . 

Register First Contact 

This functionality answers the need of Process P01-1 (Answer to a contact about 

certification). The systems support task T2 (register contact) where the 

contact is added to the potential applicants table. Systems do not fully 

support task T3 (send information) as the system will not send email to the 

applicant. In this case it is only possible to register the answer date on the designated field. 

In Figure 2 we can see all available fields available to register a first contact. The ones marked with * 

are mandatory. 

Submitting information will register the first contact and can be seen or edited posteriorly in Manage 

First Contact Page.  

 

Figure 2 Register First Contact Page 

 

 

 

 

 

Figure 1 Vertical Header 
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Manage First Contact 

When clicking Manage First Contact button you will be able to see a table similar with what Figure 3 

shows. This table will show all pending first contacts that were not archived yet. Even if they have a 

response date, they will not be archived until secretariat explicit says so. 

To edit a first contact record, all the user needs to do is click the row that you want to modify. This 

action will show a page similar to Figure 2, but with the already existent record data. 

To archive a single record, there is a quick action available to the user 

and all it is needed is to click the “Quick Archive” button in the row. 

To archive multiple records, all the user needs to do is click one or more 

checkboxes and the button shown in Figure 4 will appear in the 

bottom of the table, disabling the individual archive option. 

 

New Application 

This functionality supports the process P01-3 (application reception). It allows APOGEP’s secretariat 

to register and manage applications. 

First step is to select an existent person or, in case the person is not registered yet, create the “New 

Person” button. Fill the details of the person and press “Save and Create Application”. If the person 

is already created, pressing “Select Existent Person” will take the user to a modal like Figure 5. 

Search can be done by name or birthday date (date format is YYYY-MM-DD). 

 

 

 

 

Figure 4 Multiple Archive 
button 

Figure 3 Manage First Contact table 

Figure 5 Select Modal 
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Choose the applicant’s desired domain and level, organization and billing option. 

Pressing create application will trigger task T4 and T5, which means it will create application’s 

number and folder. It will also trigger a new billing record for this application. It will take the user to 

document management page, where it can perform task T2 and T3, which is to check which 

documents were received and if any is missing. 

 

Manage Eligibility 

This part of the system is related to process P01-4, P01-5, P01-6, P01-7 (application assessment of 

level D, C, B and A, respectively). In here, the user can see all applications that are pending 

assessment. Yellow background means documents are missing and green background means that the 

application is ready for assessment. Level D applications can be directly accepted by APOGEP’s 

secretariat if all documents were delivered while level A, B and C must be assessed by the designated 

assessor and must be reviewed by CB Director. Clicking the headers will sort the table by column. 

Figure 6 shows an example of the table that the user is going to see in this page. 

 

Figure 6 Manage Eligibility table 

By clicking in the yellow rows (applications that have missing documents) you can import files and 

check the boxes of the documents missing. Clicking on the green rows will also allow to import files if 

needed and will additionally show an application assessment option (accept or refuse). Figure 7 shows 

an example of the page the user gets when clicking a row where documents are missing. 

 

Figure 7 Incomplete documents eligibility page  
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Manage Applications 

To assist APOGEP’s secretariat maintaining control over all applications and their 

status, we provide a page where it is possible to see the status of active 

applications. In Figure 8 we illustrate the header of the table and one example 

record what we can find there. Clicking the headers will sort the table by 

column. By hovering the mouse over “Status” header the user can see all 

status in the system and, if the application has a note, hovering over “Yes” will show it (Figure 9). 

Assign Applicant to Evaluation 

This part of the system is related to process P01-4, P01-5, P01-6, P01-7 (application assessment of 

level D, C, B and A, respectively). 

Once an applicant has been accepted, it should be assigned to one or more evaluations depending 

on certification level. Select the evaluation that the applicant should perform and fill the fields that 

show up for selected type. Exam and Workshop should have a select button while Reports, 

Interviews and Oral Exam should be filled with date, location and responsible assessor of the 

evaluation. 

 

Issue Certificates 

When an application reaches its end and CB Director accepts certificate for emission, APOGEP’s 

secretariat can see those certificates here. Process P50 (certificate procedure) should then follow for 

the respective certification level. 

Status of each certificate should be changed as process P50 proceed. 

 

People/Entity Management Menu 

This menu can be accessed by clicking “People/Entity Management” button in Vertical Header 

(Figure ). This give access to all functionalities needed to create, view and edit people and 

organizations records. 

 

Register New Person 

Figure 10 illustrates the fields needed to create a new person record. After creation, this person will 

be available for selection in all system. It is possible to edit data in the future. It is possible to create a 

new application directly from the new person page by clicking “Save and Create Application”. 

Figure 8 Manage Application table 

Figure 9 Note Pop Up 
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Manage Personal Information 

This page allows to see all people registered in the system. Clicking on a row will show a specific 

record where it is possible to edit person data. 

 

Add Individual Associate 

This functionality (Figure 11) allows to register a 

person as associate. Selecting a person, billing type 

(bank transfer or direct debit) and clicking add 

associate will add the person to associates and create a 

new billing record. If billing type is direct debit, IBAN 

number should also be added to complete the 

registration. 

 

Add Collective Associate 

Like adding an individual associate (Figure 11), all it is needed is to select the organization and click 

“Add Associate” button. System assumes that all collective associate payments are made through 

bank transfer thus we do not have billing type option. 

 

New Organization 

This page, similar to other pages is the system, allows to register a new organization. Fill organization 

name, NIF, type (company or protocol) and business contacts. Although not all fields are required, 

filling as much as possible will help prevent future communication difficulties. 

 

 

Figure 10 Register New Person Page 

Figure 11 Add Individual Associate 


